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Abstract. The study discusses the legal challenges imposed by cyberspace on the
concept of sovereignty in international and national law, focusing on two main is-
sues: challenges associated with the concept of sovereignty and those related to its
implementation. Cyberspace presents legal challenges to state sovereignty, as the
openness of cyberspace contradicts the closed nature required by traditional sover-
eignty. Globalization exacerbates these challenges, as supranational governmental
structures and societies seek to exploit cyberspace for economic and cultural pur-
poses, increasing the conflict between sovereignty and cyberspace openness. Defin-
ing cyber sovereignty requires a balance between the concepts of sovereignty and
cyberspace to maintain their identities and characteristics. A careful definition of
cyber sovereignty contributes to understanding the actual ex-tent of state authority
in controlling and regulating cyberspace and helps address the legal challenges
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faced by states in this context. The study concludes that cyber sovereignty is an ap-
plication of sovereignty in the traditional sense, rather than a synonymous concept,
and calls for international recognition of this new application and collaborative ef-
forts to regulate it to address emerging challenges in cyberspace and ensure global
security and stability.

Keywords: legal challenges; cyber sovereignty; cyberspace; traditional sovereignty;
power of attorney; international law; international sovereignty.
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AHHOTauMA. B 1MccaepOBaHMKM paccMaTpUBAtOTCA MPaBoOBble MPOOAEMbI, KOTOPbIE KU-
6epnpoCTPaHCTBO HaAaraeT Ha KOHLUEMUUID CyBEPEHWUTETA B MEXAYHAPOAHOM U
HaUMOHAAbHOM MNpaBe, YAeAsia 0coboe BHUMaHWE ABYM OCHOBHbIM BOMPOCAaM: Mpo-
6AemMaM, CBA3AHHbIM C KOHUENUMEN CyBepeHuTeTa, U1 NnpobAeMam, CBSA3aHHbIM C ee
peanMsaumen. KnbepnpocTpaHCTBO BbI3biBAET NpaBOBble NMPOOAEMbI AASI FOCYAQp-
CTBEHHOIO CYBEPEHUTETA, NMOCKOAbKY OTKPbITOCTb KMOEpPNPOCTPaHCTBa NPOTUBOPEUUT
3aKpbITOM MPUPOAE, TPEDYEMON TPAAULIMOHHBIM CyBepeHUTeTOM. 'AobBaAmn3aumsa ycy-
rybAsieT 3T NpobAEeMbl, MOCKOAbKY HAAHALMOHAAbHbIE MPABUTEABCTBEHHbIE CTPYKTYPbI
N obLlecTBa CTPEMATCH UCMOAb30BaTb KMOEPMPOCTPAHCTBO B 9KOHOMUYECKUX U KyAb-
TYPHbIX LIEASIX, YCUAUBAA KOHPAUKT MEXAY CYBEPEHUTETOM U OTKPbITOCTbIO KMbepnpo-
cTpaHcTBa. OnpeaeneHne knbepcyBepeHuTeTa TpebyeT baraHca MeXAy KOHLENUMSAMU
CyBepeHuTeTa U KMbepnpocTpaHCTBa AN COXPAHEHUSA MX MAEHTUUYHOCTU U XapaKTepu-
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CTUK. YeTKkoe onpepeneHune kubepcyBepeHUTeTa BEAET K MOHUMAHUIO GaKTMUECKOro
obbemMa NMOAHOMOYMI TOCYAAPCTBA B MPOLIECCE KOHTPOAA U PEryAUPoBaHUA Kubep-
NPOCTPaAHCTBA M NMOMOraeT pellaTb NpaBoBble NPOOAEMbI, C KOTOPbIMW CTaAKMBAOTCSA
rocyAapcTBa B 3TOM KOHTEKCTE. B Mccaep0BaHUM AEAAETCS BbIBOA, UYTO KubepcyBepe-
HUTET NpPeACTaBASIET cOO0M NMPUMEHEHUE CyBepeHuUTeTa B TPAAUMLMOHHOM CMbICAE, A
HE CMHOHUMWUYHOE MOHATUE, U COAEPXMTCH MPU3bIB K MEXAYHAPOAHOMY MPU3HAHMUIO
3TOro0 HOBOrO MPUMEHEHUSA U COBMECTHbIM YCUAUAM MO €ro PEryAMpoBaHUIO B LEASIX
peLleHns BO3HMKaIOLLMX NpobAeM B KMbepnpocTpaHcTBe U obecneyeHuns rnobanbHOM
6e30nacHOCTU U CTaBUABHOCTH.
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Ana umtupoBaHua: Mahmoud Ismail, Al Ali Naser Abdel Raheem, Noor Saleh Ali
Alzyoud, Chebotarev Vladimir Ev. Legal Challenges to Cyber Sovereignty // TpaHc-
nopTHoe npaso u 6esonacHocTb. 2024. Ne 4 (52). C. 135—150.

© Mahmoud Ismail, Al Ali Naser Abdel Raheem, Noor Saleh Ali Alzyoud, Chebotarev
Vladimir Ev., 2024

1. Introduction

The cyber environment presents legal challenges to state sovereignty, stemming
from the inherent contradiction between the openness of cyberspace and the closed
nature required by traditional sovereignty. These challenges have emerged within the
contemporary legal philosophy amidst globalization, where supra-governmental struc-
tures seek profit and market exploitation, while societies utilize cyberspace for com-
munication and cultural exchange [1].

However, this openness also poses threats across borders, affecting both state struc-
tures and societal norms. The problem posed by cyberspace is the absence of borders,
and even though the primary driving force behind technology is commerce, not poli-
tics; we can argue that the original developers of internet technology were touched by
a political agenda to accommodate the interests of capitalists. Their objective was to
limit state authority by establishing a decentralized network that interconnected the
entire globe without a central controlling node [2]. Yet, the cyberspace has significant-
ly diminished the role of states in regulating cyberspace interactions.

Consequently, questions arise regarding the extent and nature of international sov-
ereignty in an increasingly interconnected world, highlighting the need to delineate
the actual extent of state authority in regulating cyberspace within national borders.
To achieve this, a careful definition of cyber sovereignty is necessary, balancing the
concepts of sovereignty and cyberspace to avoid compromising the identity and char-
acteristics of either.

Kuehl (2009) defines cyberspace as a global domain within the informational envi-
ronment, distinguished by its unique nature, shaped with electronics and the electro-
magnetic spectrum for creating, storing, modifying, exchanging, and exploiting infor-
mation across interconnected networks using communication and information tech-
nologies. Sovereignty, meanwhile, remains a stable concept in the current internation-
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al system, closely associated with the notion of the state as a distinct regional entity,
affording it membership within the international order. Any dismantling of state sov-
ereignty under the traditional concept would lead to the disintegration of the interna-
tional community itself, weakening its functionality [3].

1.1. Methodology Plan

Objective. Clearly state the purpose of the article, which is to explore the legal chal-
lenges associated with cyber sovereignty.

Research Questions. Pose the central questions the article aims to answer, such as:
How does cyber sovereignty differ from traditional sovereignty? What are the unique
legal challenges posed by cyber sovereignty?; and How can existing legal frameworks
be adapted to address these challenges?

1.2. Literature Review

Traditional Sovereignty. Review key literature on traditional sovereignty, includ-
ing its definition, scope, implementation, and legal frameworks (Renwick & Swinburn,
1992; Tsagourias, 2021).

Cyber Sovereignty. Summarize existing research on cyber sovereignty, highlighting
how it is defined and implemented differently from traditional sovereignty (Bellanger,
2011; Laguerre, 2004).

Comparative Analysis. Compare and contrast the existing studies on traditional
and cyber sovereignty to highlight the key differences and similarities.

1.3. Conceptual Framework

Defining Key Terms. Clearly define key terms such as «sovereignty», «cyber sover-
eignty», «traditional sovereignty» and «jurisdiction».

Framework Development. Develop a conceptual framework for understanding
cyber sovereignty in the context of traditional sovereignty, emphasizing areas such as
scope, implementation, control, and disputes.

1.4. Research Methodology

Approach: Adopt a qualitative research approach, using comparative legal analysis
to examine the differences and similarities between traditional and cyber sovereignty.

Challenges and Disputes: Nature of Disputes: Identify and analyze the types of dis-
putes states face in traditional sovereignty (regional conflicts, border security) versus
cyber sovereignty (cybersecurity threats, internet governance conflicts); Role of Ac-
tors: Discuss the roles of various actors in traditional sovereignty (states, international
institutions) versus cyber sovereignty (private sector entities, technology companies);
Legal Challenges: Identify specific legal challenges in applying traditional sovereignty
principles to cyberspace, such as jurisdictional issues, cross-border data flows, and en-
forcement difficulties.

1.5. Discussion

Interdependence: Discuss the interdependence between traditional and cyber sov-
ereignty, emphasizing how principles of traditional sovereignty can inform the devel-
opment of cyber sovereignty; Adaptation of Legal Frameworks: Propose ways to adapt
existing legal frameworks to better address the unique challenges of cyber sovereign-
ty, including potential new laws and international agreements; Future Directions: Sug-
gest areas for future research and potential developments in international law to ac-
commodate the evolving nature of cyber sovereignty.
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2. Challenges Related to the Concept of Cyber Sovereignty

Legal concepts form the material structure of legal meaning, delineating its scope
and functional context. The legal concept plays a crucial role in the application and en-
forcement of laws across various legal domains, as it serves as the foundation for in-
terpreting, understanding, and implementing laws by legal practitioners, judges, and
law enforcement authorities. Therefore, it is essential to address the conceptual chal-
lenges posed by cyberspace to the concept of sovereignty.

Defining what falls within the concept of sovereignty in international law can be a
challenging task due to its dual nature. On one hand, sovereignty relates to the internal
affairs of a state, defining the powers of public authority and its ability to regulate
within state borders. On the other hand, it pertains to the external relations of the
state, determining its relationships with other states in the international system.

Krasner (1999) provides a useful classification of sovereignty for our analysis. He
identifies four ways to understand sovereignty: internal sovereignty, which refers to
how public authority practices are organized and its ability to control within state
borders; reciprocal sovereignty, which denotes the mutual compliance between the
public authority of one state and that of another state to control the flow of people, ma-
terials, and ideas across borders; legal international sovereignty, which refers to the
mutual recognition between states in the international system; and Westphalian sov-
ereignty, meaning that each state has the right to determine its political life without
external interference [4].

From our perspective, Krasner's classification deconstructs the concept of sover-
eignty into useful theoretical components. However, such deconstruction is not neces-
sary for us when discussing the concept of cyber sovereignty. Therefore, for elucidat-
ing the meaning of cyber sovereignty, we will simplify the types of sovereignty to two:
internal sovereignty, which refers to the relationship between the authority and its
people, and international sovereignty, which refers to the relationship between the
state and the international community.

The cyber environment influences internal sovereignty when the state loses the
necessary control over the influx of external influences on societal harmony through
the internet. International sovereignty of the state is affected when the flow of these
external influences result from deliberate interference by one state in the affairs of an-
other state.

Concept of cyber sovereignty directly poses two types of challenges to the stable
concept of sovereignty in legal jurisprudence: the first challenge is distinguishing be-
tween the two concepts, which may appear similar but are distinct. Despite their
points of convergence, they are not synonymous but rather one may subsume the oth-
er. The second challenge arises from the impact of cyberspace on defining sovereignty,
as it alters the elements upon which the traditional concept of sovereignty relies. The
latter focuses on power and its institutions, while cyber sovereignty necessitates the
power of the people, as we will explain next.

2.1. Approaching Cyber Sovereignty in Comparison to Traditional Sovereignty

Is cyber sovereignty the same as traditional sovereignty? We need to answer this
question before discussing the legal challenges of cyber sovereignty in international
and national law, as the later discussion will rely on the elements and vocabulary of
sovereignty in the traditional concept.
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In approaching the concept of cyber sovereignty to traditional sovereignty, we con-
clude that they are not synonymous in meaning. Traditional sovereignty is broader
and more comprehensive than cyber sovereignty in terms of scope and implementa-
tion. While traditional sovereignty refers to a state's supreme authority over its terri-
tory, people, and government, and its ability to enact and enforce laws within its bor-
ders [8], cyber sovereignty refers to a state's authority and control over activities oc-
curring within its cyber space, including cyber networks and the flow of data and con-
tent over the internet. It is confined to the virtual world.

On the other hand, a state's general sovereignty is confined by geographical bound-
aries and territorial jurisdiction, where the state exercises control over what happens
within its borders. However, the link between the concept of borders and cyber sover-
eignty working in a borderless environment renders traditional borders less signifi-
cant.

In terms of the scope of authority, traditional sovereignty relates to a state's author-
ity over its physical territory, encompassing aspects such as governance, law enforce-
ment, defense, and international relations [5], while cyber sovereignty's meaning is
limited to a state's authority over its cyber world within its borders. It is noted that
borders remain relevant in cyber sovereignty, as the state's legitimate authority over
its cyber space is limited to controlling this space within its borders. However, regulat-
ing these borders is only partially and technically feasible, necessitating urgent inter-
national cooperation among states in this regard.

In matters of control and regulation, traditional sovereignty includes governing
physical territories through established legal and political institutions, involving tangi-
ble control over actual territories, borders, and populations, relying on a reliable legal
framework and physical infrastructure for governance. Cyber sovereignty, on the other
hand, includes control over its cyber space through regulatory frameworks, laws, and
technical measures to control activities over the internet and data flows within the
state's jurisdiction, such as cyber laws, regulations, technical measures, and coopera-
tion with internet service providers and technology companies [11].

They also differ in disputes that states face in exercising their sovereignty. In tradi-
tional sovereignty, states face issues of regional conflicts, border security, and external
threats to national sovereignty, while in cyber sovereignty, states face different issues
related to the nature of the virtual world, such as cyber security threats and conflicts
over internet governance.

In terms of relationship, parties in traditional sovereignty are other states and in-
ternational institutions, while parties in cyber sovereignty are predominantly compa-
nies and entities in the private sector.

In terms of legal and political frameworks, traditional sovereignty is supported by
reliable legal principles and international treaties regulating state behavior and rela-
tions, while cyber sovereignty still requires the development of new legal and political
frameworks specifically designed for the cyber space, including data protection laws,
international agreements on cyber standards, and cross-border cooperation.

The core argument of this text is that cyber sovereignty, while related to traditional
sovereignty, is distinct and narrower in scope. To understand the legal challenges
posed by cyber sovereignty, it is crucial to differentiate it from traditional sovereignty
and analyze its unique characteristics and implications.
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1. Definition and Scope: (a) Traditional Sovereignty: Refers to a state's supreme au-
thority over its physical territory, people, and government, encompassing governance,
law enforcement, defense, and international relations. It is defined by geographical
boundaries and territorial jurisdiction; (b) Cyber Sovereignty: Involves a state's con-
trol over activities within its cyberspace, including data flow and internet content. It is
confined to the virtual world and operates in a borderless environment, making tradi-
tional geographical boundaries less significant.

2. Implementation and Authority: (a) Traditional Sovereignty: Implemented through
physical control over territories and populations, supported by legal and political insti-
tutions, and enforced via tangible means such as military and police; (b) Cyber Sover-
eignty: Exercised through regulatory frameworks, cyber laws, and technical measures
within cyberspace. This includes cooperation with private sector entities like internet
service providers and technology companies to regulate and control cyber activities.

3. Challenges and Disputes: (a) Traditional Sovereignty: States face regional con-
flicts, border security issues, and external threats. Sovereignty disputes often involve
physical territory and populations; (b) Cyber Sovereignty: States encounter cyber se-
curity threats and conflicts over internet governance. Disputes are more about control-
ling cyber activities and ensuring data protection within a state's cyber jurisdiction.

4. Relationships and Actors: (a) Traditional Sovereignty: Interactions primarily in-
volve other states and international institutions, governed by established international
treaties and legal principles; (b) Cyber Sovereignty: Interactions predominantly in-
volve private sector entities, such as tech companies and internet service providers,
necessitating new legal and political frameworks tailored to the digital environment.

5. Legal and Political Frameworks: (a) Traditional Sovereignty: Supported by long-
standing legal principles and international agreements that regulate state behavior
and relations; (b) Cyber Sovereignty: Requires the development of new legal and polit-
ical frameworks, including data protection laws, international cyber standards, and
cross-border cooperation agreements.

6. Interdependence: (a) Traditional and Cyber Sovereignty: While cyber sovereignty
is a subset of traditional sovereignty, addressing cyber sovereignty issues will rely on
the principles and frameworks of traditional sovereignty. This includes regulating cy-
berspace, protecting national interests, and fostering international cooperation in cy-
berspace governance and law enforcement.

The analysis reveals that while cyber sovereignty shares foundational principles
with traditional sovereignty, it presents unique challenges and requires specific legal
and regulatory frameworks. Traditional sovereignty provides a basis, but the distinct
nature of cyberspace necessitates tailored approaches to governance, security, and in-
ternational cooperation. Understanding these differences is essential for addressing
the legal challenges of cyber sovereignty in both national and international contexts.

In summary, while traditional sovereignty concerns a state's authority over its terri-
tory, people, and government, cyber sovereignty pertains to one aspect of a state's ex-
ercise of its authority over its territory, people, and government. When we later dis-
cuss the concept, scope, and implementation of cyber sovereignty in international and
national law, we will undoubtedly do so within the frameworks provided by tradition-
al sovereignty, as recognized by international agreements and national laws when ex-
tending the concept of sovereignty to application in cyberspace, in areas of regulation,
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control, protecting national interests, and addressing specific challenges such as inter-
net governance, law enforcement, and international cooperation.

2.2. Partial Displacement in Dynamics of Sovereignty from the Power of Au-
thority to the Power of the People

There is necessity of sovereignty for state formation and combination of the ele-
ments of land and people. There is also necessity for peoples to use it as a wall protect-
ing their independence and identity towards other countries [7]. Despite of that, the
matter is not without complexity in the relationship between the people as a source of
authority and the state institutions that represent them and exercise these authorities.
People precede the state and are the end goal, while the state is the means. People see
themselves in a superior position because sovereignty is at their service, while the
state sees itself in a superior position because it realizes the people's need for it. This
makes the relationship between the people and sovereignty a state of tension and at-
traction, only resolved by the law agreed upon by society through proper legislative
mechanisms satisfactory to the people.

Stable legal mechanisms give legitimacy to state institutions to exercise sovereignty
over the people, represent them to other countries, and protect their interests. How-
ever, legal mechanisms are influenced over time by power dynamics and control,
which are essential to the concept of sovereignty [6]. One of the latest dynamics is the
emergence of cyberspace and its ability to connect and influence people without pass-
ing through the gates of power and control.

Foucault (1980) believes that the control of power over its internal conditions and
the realization of sovereignty does not stop at possessing legitimacy of restriction and
accountability but is essentially achieved through the management of knowledge and
information. This is precisely what makes cyberspace potentially contradictory to the
concept of sovereignty even before it poses a challenge to it in its implementation [9].

Achieving sovereignty requires the state to be ahead of the people in managing
knowledge and information to perform its function, while cyberspace injects infor-
mation in a way that puts individuals on a parallel interaction level with the state's in-
teraction. It goes further by influencing individuals' motives to act and take positions.
The key here is the antagonistic relationship between information and control: those
who monopolize their information exert more control, while those whose information
spreads have less control [15].

What is said about information can be applied to knowledge, with the difference be-
ing that information has a momentary impact in the short term, whereas knowledge
affects societies in the long term and to a deeper extent than information.

In the context of cyber sovereignty, questions arise about individuals' consent to
state intervention in their online activities, the boundaries of state authority in regulat-
ing cyberspace, and the rights and responsibilities of individuals in the digital age.
Foucault's insights into knowledge and sovereignty revolve around his analysis of dis-
ciplinary mechanisms and systems of power. He emphasizes that power operates not
only through coercion and repression but also through knowledge and discourse.

Regarding sovereignty, intellectuals offer a critical perspective challenging tradi-
tional concepts of state power. They question the idea of the existence of a centralized
sovereign power and instead explores how power operates in dispersed and varied
ways through networks of knowledge and practices. For example, Foucault's concept
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of governmentality refers to the techniques and strategies used by institutions and au-
thorities to govern populations [9].

Power is a tool for exercising sovereignty. Although the contradiction between
knowledge and power takes time to manifest its impact, its solid influence makes it dif-
ficult for power to change its direction. It can be said that the flow of information from
cyberspace disrupts the work of power, while the evolution of knowledge threatens
the existence of power itself if it does not adapt with new knowledge. It is in the inter-
est of power to move in the same direction as the people (democracy) rather than try-
ing to prevent them from evolving due to interaction with knowledge coming from cy-
berspace (dictatorship).

States acknowledge this reality; hence they take precautions in dealing with the in-
formation and knowledge dictated by cyberspace, attempting to prevent, manipulate,
or respond to it. They do this because of their continuous sense that cyberspace poses
a constant threat to their sovereignty. Thus, the new concept of «cyber sovereignty»
emerged as an attempt to address this threat. Some countries, like China, have taken it
further by isolating their people from the global cyberspace and confining them to a
cyberspace exclusive to Chinese territories, delaying or avoiding the challenge of in-
formation flow and the development of knowledge among the people outside the gates
of power.

This challenge to power is a challenge to the law because it makes the power of the
people a counterforce to the power of the ruling authority. It may constitute an oppos-
ing force that changes either the power itself or the laws through which power oper-
ates. The change could be abrupt, replacing or delegitimizing power, or it could be
slow and indirect, focusing on developing national laws on which power relies. This is
because there are hidden yet close links between the state of information and
knowledge provided by cyberspace and the law and the public order. Despite their
global dimension, morals and values, as well as their acknowledgment, scope, and
practice, differ from one society to another. Even virtues have a different perspective
from one society to another. These differences, influenced by cyberspace, challenge na-
tional laws that protect values, rights, and freedoms in issues such as privacy, freedom
of expression, and personal liberty.

Returning to the concept of sovereignty, we conclude that it is not just political con-
trol exercised by the state, but a complex process intertwined with systems of
knowledge, discourse, and social values that constantly seek to regulate individual be-
havior. In general, Michel Foucault's analyses of knowledge and sovereignty offer valu-
able insights into the complex relationship between power and knowledge production
in modern societies.

In this sense, the widespread participation in information and knowledge due to cy-
berspace, and its impact on the relationship between the people and the authorities,
partially takes some tools of the state in exercising its sovereignty and puts them in the
hands of individuals. It diminishes the gap in knowledge between the people and the
sovereign state institutions regarding the management of their affairs and levels of
representation. In this sense, people's sovereignty, which was once legitimatized and
only achieved through the state, becomes a reality that allows individuals to intervene
in the tools of these institutions' work and affects their ability to control. This not only
changes the exercise of sovereignty but also partially changes the concept of sover-
eignty itself because the role of the people in the traditional concept of sovereignty is
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only realized through state institutions [10]. In cyber sovereignty, the people indirectly
become partners intervening in the management of knowledge and information, mak-
ing it a guiding material for societal and political positions without passing through the
gates of power.

States are rigid entities, and societies are interactive entities. States work to regulate
the general rhythm, while societies escape from it, although they recognize their need
for it. This is because states are driven by the motives of control, sovereignty, and soci-
eties are driven by the motives of cultural freedom.

3. Challenges Related to the Application of Cyber Sovereignty

When we apply the concept of cyber sovereignty discussed here to real-world appli-
cations, we find clear parallels with traditional sovereignty, where states have exclu-
sive authority and control over their physical territories, including land, air, and terri-
torial waters. International law recognizes the principle of territorial sovereignty,
granting states the right to exercise jurisdiction and governance within their borders
without external interference. Traditional sovereignty governs legal principles estab-
lished in international law, including the United Nations Charter, customary interna-
tional law, and treaties such as the Vienna Convention on Diplomatic Relations and the
Montevideo Convention on the Rights and Duties of States.

However, when attempting to apply cyber sovereignty to include a state's authority
in cyberspace, we find ourselves in a borderless realm where cyber activities often
transcend traditional national boundaries. How then do we apply sovereignty in cy-
berspace? International law regarding cyber sovereignty is still evolving and lacks
clear consensus, but states seek to apply the principles of traditional sovereignty in
cyberspace despite ongoing debates about states' ability to control the global internet
and effectively address cross-border cyber issues.

We will first present cyber sovereignty in the international system, then return to
cyber sovereignty in the national system. This is because we believe that the concept of
sovereignty first emerged within the framework of the international system before ex-
tending to the national system, which was previously satisfied with the concept of au-
thority. However, before proceeding, we need to answer an introductory question:
Does cyber sovereignty fall within the traditional concept of sovereignty? This is our
initial challenge.

3.1. Cyber Sovereignty in International Law

Sovereignty is a fundamental concept in the current international system, repre-
senting authority within a distinct territorial entity and affirming a state's membership
in the international system. Steven Krasner classifies sovereignty into four types: do-
mestic sovereignty, interdependence sovereignty, international legal sovereignty, and
Westphalian sovereignty.

Cyber sovereignty in the international system refers to a state's complete control
over its cyber domain, including the internet, information, data, and other systems. In
this context, cyber sovereignty is part of a state's traditional national sovereignty, re-
flecting its ability to maintain independence, control over electronic systems, and pro-
tection of national interests in cyberspace.

Concepts of cyber sovereignty include a state's right to determine internet policies
and regulations, safeguard national cyber networks' security and safety, enforce laws
and regulations related to cybercrimes, protect citizens' and businesses' sensitive data,
and cooperate with international entities to combat cross-border cyber threats.
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This reflects sovereignty's concept over national borders, where states have exclu-
sive control over their territories and citizens, including legal, political, economic, and
military authority, a fundamental rule of the current international system where each
state has an absolute right to determine its destiny and implement its policies within
its national borders without undue external interference.

No state has formally acknowledged the independence of cyberspace [12]. Although,
the absence of territorial boundaries in cyberspace enables states to impose a degree
of territoriality by implementing control mechanisms to safeguard information flows
across their borders. We can provide the illustrative case of Yahoo!'s refusal to comply
with France's request to cease auctioning items associated with Nazism, citing the in-
ternet's self-regulating nature. Subsequently, a French court demonstrated that the
American company was not operating in a legal vacuum but was conducting business
in France, where promoting Nazism is prohibited under criminal law.

However, international sovereignty must have its limits and constraints, as states
must adhere to principles of international human rights and laws and refrain from us-
ing their sovereignty in ways that contradict the interests of other states or interna-
tional peace and security.

Cyber sovereignty remains a contentious issue in the international system, particu-
larly with the rise of government and non-governmental cyberattacks and new techno-
logical challenges facing states.

According to the United Nations expert report (GGE Report 2013, UN Doc A/68/98;
GGE Report, A/70/174), states acknowledge that international law, including the prin-
ciple of sovereignty, applies to cyberspace, considering that «the international stand-
ards and principles stemming from state sovereignty apply to the use of information
and communications technology by states and to their respective judicial authorities in
the information and communications technology infrastructure.

However, this is not enough to recognize cyber sovereignty in international law for
the first issue, namely «sovereignty as a rule-based system». The controversial point is
whether sovereignty should only be considered as a principle from which legal rules
are derived, or as a separate binding rule in international law.

The United Kingdom supported the first approach. Specifically, during his speech
«The Internet and International Law in the Twenty-First Century». Attorney General
Jeremy Wright claimed that although sovereignty is fundamental in the rule-based in-
ternational system, it is not possible to «derive a specific rule or additional prohibition
on electronic activity from this general principle of non-intervention. Therefore, the
position of the United Kingdom government is that there is no such rule under current
international law». Following this logic, electronic infiltration without crossing the
threshold of the non-intervention principle can only be considered unfriendly, but it
will not constitute a violation of international law. Accordingly, in the context of the
internet, sovereignty cannot be considered a fundamental independent rule, but rather
a fundamental principle of international law that guides relations between states.

Most states have expressed conflicting positions. Among them, the Netherlands con-
siders that «respect for the sovereignty of other states is an obligation, and its violation
may constitute an international wrongful act» (National Position of the Netherlands, p.
2). Finland also notes that «by agreeing that hostile electronic operations without
crossing the prohibited intervention boundaries cannot constitute an international
wrongful act, especially as such operations are not regulated, and the targeted state is
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deprived of a significant opportunity to claim its rights». Therefore, a breach of sover-
eignty, considered as a fundamental rule in international law, «constitutes an interna-
tional wrongful act and leads to state responsibility» (National Position of Finland, p.
3).

Regarding the Principle of territoriality, In general, national borders are an essential
element in embodying the concept of sovereignty, as they determine the territory over
which the state exercises its powers, protects its interests, and maintains its independ-
ence in crucial areas such as legal jurisdiction; protection of political, economic, and
security national interests; control over natural, economic, and cultural resources, in-
cluding their use and wealth distribution among citizens; regulation of immigration
and passage for the movement of people and goods; and enforcement of laws related
to immigration and customs; and national identity and belonging, as they contribute to
building cultural, social, and political links between citizens [14].

Therefore, borders represent two things: they are a component of sovereignty as a
concept and are defined for the territorial jurisdiction of states' sovereignty, and with-
out them, the concept of sovereignty disintegrates, and its scope disappears. There-
fore, it is not surprising that we attempt to subject the open cyberspace to the concept
of closed national borders, necessitating the definition of cyber sovereignty, and ad-
dressing the challenges facing sovereignty as a concept and its application in the cyber
environment.

3.2. Cyber Sovereignty in National Law

Implementation of Sovereignty in national law refers to the concept that emphasizes
the right of states to govern and control the cyberspace within their borders, including
regulating the flow of information, enforcing laws, ensuring cyber security, and pro-
tecting national interests in that space. It underscores the authority of the state in es-
tablishing and implementing its own rules and regulations related to internet activities
and user behavior online within its legal jurisdiction. Cyber sovereignty emphasizes
the importance of national control and independence in managing cyber affairs, while
also recognizing the interconnected and global nature of the internet.

The concept of cyber sovereignty raises numerous legal issues within the scope of
national law, including the applicable law in disputes between individuals, the jurisdic-
tion competent to hear these disputes and its scope, as well as challenges that cast
shadows on freedoms and human rights.

Legal and Jurisdictional Authority: The borderless nature of the internet poses
challenges regarding judicial jurisdiction, determining which laws apply to online ac-
tivities that may span multiple jurisdictions can be complex, leading to conflicts be-
tween different legal systems and uncertainty about which country has the authority
to regulate certain online activities.

Data Protection and Privacy: With the continuous increase in the amount of per-
sonal data transmitted and stored online, issues related to data protection and privacy
become crucial. Countries differ in the laws and regulations governing data protection
and privacy, leading to challenges in ensuring consistent protection of individuals' data
across borders.

Freedom of Expression: Striking a balance between the right to freedom of expres-
sion and the need to regulate harmful content online poses a legal challenge. Some
governments may use the concept of cyber sovereignty to justify censorship and re-
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strictions on online content, raising concerns about violations of the right to freedom
of expression and access to information.

Cybersecurity: Ensuring cybersecurity within national borders, in addition to in-
ternational cooperation to address cyber threats, is a complex legal issue. Cyberattacks
can originate from anywhere in the world, making it difficult to determine responsibil-
ity and enforce legal measures against perpetrators.

Cross-Border Data Flow: Many companies and services rely on cross-border data
flow to operate efficiently. Legal issues related to data localization requirements, re-
strictions on cross-border data transfers, and ensuring the free flow of data while pro-
tecting data privacy and security are raised.

Dealing with these legal issues requires international cooperation, dialogue with
relevant stakeholders, and the development of frameworks [13].

4. Navigating the Legal Landscape: Analyzing the Key Challenges to Cyber Sov-
ereignty

Since the Treaty of Westphalia in 1648, the model of the modern nation-state has
become clear, and the concept of national sovereignty has been legally established and
upheld by nations, as affirmed by the United Nations Charter, while considering the
measures of Chapter VII. However, cyberspace has emerged as a real challenge to this
concept of sovereignty. The historical foundation laid by the Treaty of Westphalia un-
derscores the traditional concept of state sovereignty, where nations have supreme
authority within their territorial borders, a principle enshrined in the UN Charter. This
well-established framework, however, is significantly disrupted by the advent of cy-
berspace, which inherently lacks geographical boundaries and thus challenges the
conventional notions of jurisdiction and state control.

It may seem that the threat to sovereignty arises from interaction between states,
but the reality is that the challenge posed by cyberspace to state sovereignty comes
from within the states themselves. Cyberspace affects states before it affects their soci-
eties, as data and information flow into them in the form of news, goods, services, val-
ues, and cultures. Unlike traditional sovereignty threats, which typically involve exter-
nal actors, the threats from cyberspace originate internally, as the digital domain per-
meates the social fabric of nations, altering how information, culture, and values circu-
late within society. This internal disruption can lead to shifts in public opinion and so-
cietal norms, which may clash with state institutions and policies, thereby weakening
the internal cohesion that underpins state sovereignty.

The impact of cyberspace contents on societies may change collective public opinion
and incite and direct masses at a historical moment, where the views of state institu-
tions clash with a portion of their society, creating a conflict between them. This con-
flict weakens the concept of sovereignty from within, not to mention the problem and
scope of applying national law to the national public order, understanding the laws
that must be applied, recognizing judicial jurisdiction, and preserving security, privacy,
and human rights. The capacity of cyberspace to rapidly influence public opinion poses
a significant threat to state authority, as digital platforms can mobilize dissent and
challenge governmental policies, leading to internal conflicts. These conflicts highlight
the difficulty states face in applying national laws to regulate online activities, main-
taining public order, and safeguarding rights in a digital context where traditional legal
frameworks may be inadequate.
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States still cling to the concept of sovereignty and refuse to weaken it due to the cy-
berspace reality that threatens the concept of national borders. These borders seem
easily crossed in cyberspace, opening wide interaction between societies in an unguid-
ed context. Then comes the fact of manipulating individuals' choices through indirect
guidance through media and influencing public opinion and inciting crowds by stirring
their own motivations in each society, and the individual tendency to escape from the
exercise of the state's sovereign role in law enforcement. Despite the erosion of physi-
cal borders in cyberspace, states remain steadfast in their commitment to preserving
sovereignty. This persistence is challenged by the ease with which information and in-
fluences traverse digital boundaries, often leading to manipulation of public sentiment
and behaviors without state mediation. The ability of digital media to guide and incite
public opinion further complicates state efforts to exercise control and enforce laws, as
individuals increasingly resist traditional forms of state authority in favor of the free-
doms offered by cyberspace.

The legal challenges to cyber sovereignty affect the economic, social, political, and
security revenues of any state, and they are dealt with political and security tools more
than they are confronted with legal tools. International law still lacks effective regula-
tory frameworks in this regard. The multifaceted impact of cyber sovereignty on vari-
ous state functions — economic stability, social cohesion, political integrity, and na-
tional security — demands robust responses. However, states often resort to political
and security measures, such as surveillance and censorship, rather than developing
comprehensive legal solutions. The inadequacy of international legal frameworks to
effectively regulate cyberspace exacerbates these challenges, underscoring the need
for innovative legal and cooperative international approaches.

In the quest for legal solutions to these challenges, we must return to the deep con-
cept of state sovereignty, where sovereignty originates from the community, not the
state, and the purpose of granting it to the state is for it to represent the community
and reflect its will in line with human values and the society's culture, beliefs, and
choices. The state's duty is to adhere to sovereignty to fulfill its functional role as a
representative and protector of society. Revisiting the fundamental principle that sov-
ereignty is derived from the people and conferred upon the state to act as their repre-
sentative highlights the importance of aligning state actions with the will and values of
its citizens. This perspective implies that addressing cyber sovereignty challenges re-
quires states to enhance their engagement with communities, ensuring that digital
governance reflects collective societal interests and protects individual rights.

In this context, between the concepts of society, state, and cyber sovereignty, lie two
authentic concepts, namely freedom and culture. Freedom is the highest and most at-
tractive value in cyberspace interactions, yet it is also the biggest challenge as it defies
societal restrictions on individuals through sovereignty. As for culture, it defines the
form and direction of collective movement in societies and determines their possibili-
ties and scenarios. It will also determine the internal interaction of society with sover-
eign national institutions. Freedom and culture are integral to the discourse on cyber
sovereignty. Cyberspace amplifies individual freedoms, often challenging societal re-
strictions imposed through state sovereignty. Balancing these freedoms with the need
for societal order is a key challenge. Culture shapes how societies engage with cyber-
space and influences their responses to state regulation, affecting the efficacy of sover-
eign control and legal frameworks.
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States will always attempt to control the flow of information. Electronic packets
cannot escape this practice (Deibert & Dombroski, 2011). Recent developments show
that states are trying to overcome the contradiction of borders and define boundaries
by asserting sovereignty over cyberspace [14]. Despite the borderless nature of cyber-
space, states persist in their efforts to control information flows. These efforts are evi-
dent in various measures, such as internet censorship and digital surveillance, aimed
at defining digital boundaries and asserting sovereignty. The ongoing struggle to rec-
oncile the traditional concept of borders with the realities of cyberspace reflects the
dynamic and evolving nature of cyber sovereignty, necessitating continual adaptation
and innovation in legal and regulatory approaches.

5. Conclusion

In conclusion, we can infer that the concept of cyber sovereignty is not synonymous
with traditional sovereignty but rather represents an evolution in the concept of sov-
ereignty arising from technological advancements and current circumstances. While
traditional sovereignty focuses on authority and actual control within geographic bor-
ders, cyber sovereignty emphasizes authority and control in cyberspace and the flow
of data over the internet.

The application of the concept of cyber sovereignty in international and national law
holds significant importance in dealing with the new challenges posed by modern
technology and the internet. This concept is an integral part of national sovereignty,
affirming the right of states to control and regulate their own cyberspace through the
organization and enforcement of laws and regulations pertaining to the internet and
data. States can thus maintain their cyber security and protect their national interests
in this space. However, this also requires international cooperation and the develop-
ment of an appropriate international legal framework to address common challenges
and ensure stability and security in the interconnected and global cyberspace.

History tells us that castle walls once protected cities and civilizations by force from
hostile incursions and movements of chaos. Then national borders did so through law,
until the open cyberspace demolished the walls and always opened the borders to the
flow of everything. Thus, states wishing to protect their sovereignty have no choice but
to rely on the culture and awareness of their peoples. The cultures of nations have be-
come walls and national borders, protecting their sovereignty based on human values,
freedom, and law. We call on communities to build their sovereignty through a culture
of respect for the law that represents them, and we call on states to work towards es-
tablishing effective international regulatory frameworks to ensure the free operation
of cyberspace while respecting sovereignty.

The legal challenges of cyber sovereignty entail precise understanding of the dy-
namic interactions in cyberspace and the development of a suitable legal and legisla-
tive framework to achieve a balance between national control and international coop-
eration in this field.

In summary, the legal challenges of cyber sovereignty require a comprehensive un-
derstanding of the dynamic interactions in cyberspace and the development of an ap-
propriate legal and legislative framework to achieve a balance between national con-
trol and international cooperation in this field.
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